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1. Introduction

In the twenty-first century, space
technologies have become in-
dispensable to economic and
social development on Earth.
Everyday activities such as using
mobile communications and
navigation systems, watching
satellite television, or withdraw-
ing cashfrom ATMs allrely on the
functioning of space-based in-
frastructure.

Beyond this, space technologies
underpin a wide range of critical
services, including disaster risk
management, agriculture, envi-
ronmental protection, climate
monitoring and assessment,
spatial planning, and innovation-
driven development, all of which
directly contribute to sustaina-
ble development.’

Yet, despite the principle of the
peaceful use of outer space en-
shrined in the 1967 Outer Space
Treaty, the space domain has
acquired a distinctly security
and defence-oriented character
in recent decades.? In response
to these trends, in 2019, NATO
officially recognised space as a
new operational domain.® Stra-
tegic competition, which has
historically played out across
the three environments (air,
land, and sea), has now ex-
panded into new domains: cy-
berspace, outer space, and the
cognitive sphere.**®

Events of recent years, particu-
larly the Russian Federation’s
full-scale invasion of Ukraine in
2022, have exposed both the vul-
nerability of satellite systems

and their often underestimated
role in modern conflicts. The
cyberattack on Viasat’s KA-SAT
network on 24 February 2022,
which caused major disruptions
to satellite services in Ukraine,
affected the operations of 5,800
wind turbines in Germany and
Central Europe® and discon-
nected thousands of civilian us-
ers across several European
countries, demonstrated that in-
terference with satellite commu-
nications can directly affect ci-
vilian infrastructure, public ad-
ministration, and military opera-
tions.’

In this context, digital independ-
ence and secure connectivity
have become defining precondi-
tions for the functioning of mod-
ern states. The growing demand
for satellite communication ser-
vices (SATCOM) in both civilian
and military domains under-
scores the fact that secure ac-
cess to telecommunications
networks has become a core el-
ement of contemporary security
architecture.

Recognising the European Un-
ion’s strategic dependence on
external satellite communica-
tion providers and the mounting
challenges in outer space, in
February 2022, the European
Commission proposed the Infra-
structure for Resilience, Inter-
connectivity and Security by Sat-
ellite (IRIS®) programme under
the EU Secure Connectivity initi-
ative.®

The launch of IRIS*> demon-
strates the European Union’s in-

stitutional response to intensi-
fied geopolitical rivalry, techno-
logical competition and the
emergence of a new strategic
landscape in outer space. At the
same time, the initiative has
prompted a series of critical as-
sessments questioning both the
project’s economic rationale
and its ability to meaningfully al-
ter the balance of power in the
global satellite communications
market.

Some experts also argue that the
EU’s ambition for technological
sovereignty does not quite
match its current capabilities in
space technologies. They stress
that Europe is trying to catch up
in a SATCOM market already
dominated by private actors,
and that such a strategy may
have come too late.

Against this backdrop, a central
question arises: can IRIS?® de-
velop not only into a technologi-
cal undertaking, but also into an
effective instrument of the Euro-
pean Union’s strategic auton-
omy?

2. What is IRIS*?

On 17 November 2022, the Euro-
pean Parliament and the Council
of the European Union reached a
political agreement on the es-
tablishment of the IRIS® satellite
constellation. The agreement
paved the way for Regulation
(EU) 2023/588, adopted in March
2023, which formally estab-
lished the Union Secure Con-
nectivity Programme. IRIS? thus
became the EU’s third flagship
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space initiative, alongside Gali-
leo and Copernicus.®

IRIS? is conceived as a next-gen-
eration system-of-systems, built
around a sovereign satellite con-
stellation integrated with terres-
trial networks. The combination
of space and ground segments,
the integration of quantum key
distribution technologies within
the European Quantum Com-
munication Infrastructure, an
enhanced secure-by-design ar-
chitecture, and compliance with
European Green Deal require-
ments are all intended to deliver
a high level of protection against
cyber threats and prevent an in-
crease in space debris.™

The IRIS? system will consist of
approximately 290 satellites op-
erating in different orbits: 18 in
medium Earth orbit (MEO), 264
in higher low Earth orbit (LEO-
High), and 10 in lower Low Earth
orbit (LEO-Low).' This multi-or-
bital architecture enhances sys-
temresilience and is expected to
provide global coverage and flex-
ibility in delivering services to
commercial, institutional, and
defence users. Control centres
will be located within the EU, en-
suring operational control under
European jurisdiction. The sys-
tem’s geographical coverage will
extend not only to EU territory
but also to strategically im-
portant regions such as Africa
and the Arctic, linking its internal
security dimension with external

' This paper was originally drafted in
spring 2026. Please note that following
the official implementation agreement
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policy and development objec-
tives.™

Institutionally, IRIS? is the EU’s
first public-private partnershipin
the field of satellite-based se-
cure connectivity. By combining
public oversight with pri-
vate-sector expertise, the EU
aims to share development
costs with industry while pooling
experience and resources to un-
lock new capabilities. Under a
12-year concession agreement
concluded in December 2024,
the European Commission is
partnering with the SpaceRISE
consortium.

SpaceRISE was created by
well-established European sat-
ellite operators Eutelsat, SES
and Hispasat. Under the agree-
ment, SES will lead the deploy-
ment of the MEO segment, Eutel-
sat will provide LEO capabilities,
and Hispasat will be responsible
for the governmental ground
segment and its integration with
terrestrial networks. The Euro-
pean Space Agency (ESA) sup-
ports technological develop-
ment, while the EU Agency for
the Space Programme (EUSPA)
handles security certification
and is responsible for the provi-
sion of governmental services.

The overall programme budget is
around €10.6 billion, jointly
funded by the European Com-
mission, ESA, EU member
states, and private partners. Im-
plementation is planned in three

signed on August 7, 2026, the IRIS? pro-
gram transitioned into full-scale de-
ployment. The updated infrastructure
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phases: design and develop-
ment (2025-2028), deployment
(2029-2030), and operations
(2030-2037). Full operational
capability is expected by 2030.

The stated objectives of IRIS® are
to increase the resilience of Eu-
rope’s communications infra-
structure, reduce the European
Union’s dependence on non-Eu-
ropean and purely commercial
satellite service providers, and
strengthen the Union’s strategic
autonomy.

Functionally, IRIS*> will provide
secure communication chan-
nels for operators of critical in-
frastructure, crisis management
authorities, diplomatic services,
and defence actors. The system
is designed to ensure continuity
of communications during natu-
ral disasters, cyber incidents or
hybrid attacks. At the same time,
it willopen up new opportunities
for business by supporting se-
cure cloud services and digital
applications in energy, logistics
and healthcare. Integration with
5G and future 6G networks will
ensure scalability in line with the
growing demand for digital ser-
vices."?

3. IRIS? as an Instrument of

EU Strategic Autonomy

The development of electronic
miniaturization, reusable launch
systems, and industrial-scale
satellite manufacturing has ena-
bled the deployment of large or-
bital constellations. This has re-

now comprises 348 satellites, with an
expanded budget reallocation of €15.6
billion.
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shaped the space communica-
tions market. Under these condi-
tions, space infrastructure is no
longer merely a commercial as-
set but has become a key com-
ponent of geopolitical power.™

Russia’s war against Ukraine has
demonstrated how deeply satel-
lite communications are in-
volved in contemporary military
and political processes. The ex-
tensive use of the commercial
Starlink system to provide con-
nectivity for Ukrainian units in-
creased the operational mobility
and precision of Ukraine’s
armed forces, showing the effec-
tiveness of private satellite solu-
tions in crises.™

At the same time, signals from
Washington about the need for
greater  European defence
self-reliance, together with pub-
lic debate over the possibility of
restricting or revising the terms
of such services under the
Trump administration, empha-
sised the risks of dependence on
commercial operators beyond
EU jurisdiction.’®

Anothertelling development was
the use of Starlink terminals by
Russian military units in occu-
pied territories. Despite formal
restrictions, these systems were
employed not only to provide
communications but also to co-
ordinate combat operations, in-
cluding adjusting drone strikes
on Ukraine’s civilian infrastruc-
ture. Conversely, arrangements
between SpaceX and the Ukrain-
ian Ministry of Defence to limit
access to the service also ex-
posed Russia’s vulnerabilities
and its inability to guarantee fully
secure communications for its

own forces.’® Taken together,
these episodes confirmed that
control over satellite communi-
cations is not only a technologi-
cal issue but also a geopolitical
one.

In this increasingly competitive
and politicized environment for
global communications infra-
structure, the IRIS® programme
does have the potential to
strengthen Europe’s ability to
control its own critical networks
while simultaneously supporting
innovation and the competitive-
ness of the European space sec-
tor.

However, there are also serious
internal frictions among the pro-
ject partners within Europe it-
self, particularly between Ger-
many and France. Some expert
assessments even foresee pos-
sible delays or early-stage failure
if no political compromise is
reached."” This leaves open the
question of whether the EU will
be able, despite these differ-
ences, to fully implement IRIS?.

On a global scale, the planned
IRIS? constellation of 290 satel-
lites does not qualify as a mega-
constellation. For comparison,
Starlink already operates more
than 7,000 satellites and plans
to expand to 42,000. Amazon’s
Kuiper project envisages around
3,200 satellites, while in 2024
the Chinese government began
deploying its Guowang system,
which will comprise 13,000 sat-
ellites.™

This suggests that IRIS? is un-
likely to compete with global
mega-constellations in quantita-
tive terms, which significantly
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limits its potential as a commer-
cial project.

Yet it is important to recognize
that the difference between IRIS?
and the above-mentioned pro-
grammes lies not only in scale
but also in functional purpose.
IRIS? is not a mega-constellation
competing in a global commer-
cial market; it is a strategic in-
strument for reinforcing Eu-
rope’s digital sovereignty and
technological independence. Its
primary goal is not commercial
profit, but to guarantee secure,
uninterrupted connectivity for
EU member states and to reduce
strategic dependence on non-
European operators.

In the context of strategic auton-
omy, experts assess the IRIS®
programme across three main
dimensions:

= The first is supplier auton-
omy. The EU will possess its
own satellite network dedi-
cated to governmental and
military communications,
free from any external con-
straints. Unlike commercial
networks, IRIS? is designed,
first and foremost, to serve
EU interests.

= The second is operational
autonomy. The EU will retain
full discretion over who ac-
cesses the system and under
what conditions, particularly
during a crisis. EU institu-
tions will be guaranteed pri-
ority access to secure com-
munications.

= Thethird is technological au-
tonomy. IRIS? incorporates a
range of advanced solutions.
Quantum communications
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under the EuroQCI frame-
work will establish sovereign
cryptographic capabilities,
end-to-end control, and will
cover the entire production
and operational cycle from
the launch vehicle (Ariane
6)*° to ground control sta-
tions, all under European
oversight. This will also fos-
ter the development of Eu-
rope's own New Space eco-
system.

That said, the third dimension
should not be overstated. Quan-
tum key distribution is not a uni-
versal solution; it remains signif-
icantly constrained by engineer-
ing challenges and dependence
on terrestrial infrastructure. The
combination of multiple orbital
regimes (LEO/MEOQ), diverse fre-
quency bands (Ka-band, Ku-
band, military Ka-band), and the
use of sophisticated phased-ar-
ray antennas renders the archi-
tecture highly complex, costly,
and technically demanding to
develop.?!

Technology alone cannot guar-
antee autonomy. The deciding
factor here is institutional ca-
pacity. In other words, how the
system is governed and how
swiftly decisions can be
reached, ultimately determine
the effectiveness of pro-
grammes of this kind.??

In terms of strategic autonomy,
the true measure of IRIS*’s suc-
cess will be the European Un-
ion's ability to overcome internal
divisions, to make decisions re-
garding access to critical com-
munications infrastructure
swiftly, legitimately, and effec-
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tively, and to navigate the inter-
locking hybrid, institutional, and
financial challenges the pro-
gramme inevitably entails.

4. IRIS? and Hybrid Threats
in Space

As conflicts are increasingly
waged not only with conven-
tional weapons but also through
cyberspace, information opera-
tions, and advanced technolo-
gies, space systems that provide
connectivity and data transmis-
sion are becoming priority tar-
gets.

4.1 Cyber Threats

One of the main risks for IRIS?
is cyberattack. These include at-
tempts to penetrate satellite
command-and-control systems
to disrupt operations or hijack
control. Vulnerabilities can be
deliberately embedded during
the manufacturing stage, while
other attacks target data trans-
mission, allowing interception or
manipulation of information.
Such attacks can occur without
any physical damage to satel-
lites but still have serious conse-
quences.?®

The 2022 cyberattack on Vi-
asat’s KA-SAT network demon-
strated that the weakest link in
satellite systems is often not the
satellite itself but the ground
segment and user terminals.?
Taking this into account, IRIS? re-
lies on fully reprogrammable
satellites using software-de-
fined radio. Upon detecting a
threat, operators can instantly
change frequencies, modify sig-
nal encoding algorithms, and
isolate a compromised node.?®
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At the same time, the system’s
complexity, caused by combin-
ing different orbits and involving
private companies in develop-
ment and operations, creates
both advantages and new vul-
nerabilities, since not all ele-
ments can be protected to the
same degree. The participation
of numerous contractors com-
plicates the oversight of every
component. Integration with ex-
isting military terminals across
EU member states, as well as
with cutting-edge technologies,
can introduce entry points for
ransomware-type malware. The
greatest vulnerability, however,
may be bureaucratic slowness
resulting from the intricate gov-
ernance structure shared be-
tween the EU, ESA, and the
SpaceRISE consortium.

4.2 Electronic Warfare

Another set of risks arises
from electronic interfer-
ence with signals, especially
jamming and spoofing. These
techniques are particularly dan-
gerous because they may be dif-
ficult to detect quickly and to at-
tribute to a specific actor.

Events in Iran in early 2026 pro-
vided compelling evidence that
even advanced commercial sat-
ellite systems, such as Starlink,
remain critically vulnerable
when exposed to electronic war-
fare.?® During mass protests, the
regime employed a “digital
siege” strategy, using military
systems to jam GPS and the links
between satellites and user ter-
minals.?” As a result, key cities
experienced data packet losses
ranging from 30 to 80%, render-
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ing the network virtually unusa-
ble for video streaming or the co-
ordination of protest activities.
Iranian security services also ex-
ploited radio direction-finding to
locate active terminals, enabling
them to confiscate devices and
arrest users.?®

When comparing Starlink, which
was initially conceived as a civil-
ian product and later adapted to
conflict settings, with IRIS?, it is
essential to note that the Euro-
pean project is being desighed
from the outset as a sovereign
dual-use system. Unlike Starlink
or Kuiper, IRIS® will not be con-
fined to LEO.?° In a similar crisis
scenario, the system will be able
to reroute critical traffic to MEO
satellites. Higher orbits compli-
cate precise targeting by ground-
based electronic warfare sys-
tems and enlarge each satel-
lite’s coverage area. While this
does not make IRIS? fully invul-
nerable, it makes total disrup-
tion of communications by
ground-based jamming practi-
cally impossible. IRIS?is also de-
veloping terminal standards with
low side-lobe emissions to make
devices harder to locate, and it
employs sophisticated beam-
forming algorithms. This means
that if a ground-based jammer
operates at a given frequency,
the satellite can dynamically ad-
just signal parameters to “route
around” the interference.

4.3 Information Operations

Special attention must also be
paid to information operations.
Technical incidents rarely occur
in isolation; they are typically ac-
companied by disinformation
campaigns designed to amplify

confusion. For example, narra-
tives may circulate claiming that
the system is unreliable or being
misused.® There may also be ef-
forts to persuade the public that
the project is excessively costly
or inefficient. Even minor tech-
nicalfailures, under these condi-
tions, can generate a dispropor-
tionate public reaction and un-
dermine trust. This, in turn, may
lead to funding cuts that weaken
the project’s technical capabili-
ties.”

4.4 “Grey Zone” Activities

Hybrid operations in space often
involve manoeuvring spy satel-
lites that approach other space-
craft to intercept signals or con-
duct detailed imaging of
onboard equipment.? A notable
example is the activity of Rus-
sia’s Luchsatellites.®® In 2023,
they were repeatedly observedin
proximity to Eutelsat satellites
and other European telecommu-
nication nodes.* Other hostile
acts of this kind include damag-
ing or disabling satellites
through laser “dazzling” or the
deliberate creation of clouds of
space debris that can trigger
the Kessler syndrome.®*® These
activities are difficult to classify
as an “act of aggression” requir-
ing a response under interna-
tional law, yet they can create
long-term problems for the en-
tire space infrastructure.

Considering these threats, the
IRIS® project is being integrated
with the Space Surveillance and
Tracking (SST) system. SST com-
prises a network of ground-
based radars and lasers that
continuously monitor the envi-
ronment around satellites and
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can detect unauthorised ap-
proaches by other objects.* It is
also planned that, instead of ra-
dio links, satellites will be inter-
connected via laser beams us-
ing Optical Inter-Satellite Links,
which makes data interception
by spy satellites significantly
more difficult.®’

Despite these measures, IRIS?
remains vulnerable to a multi-
tude of increasingly aggressive
grey-zone actions. SST can de-
tect and warn about the ma-
noeuvres of other spacecraft or
debris, but it still lacks any
means of active defence. The
core problem is not individual
hybrid operations but their com-
bination. If the IRIS? programme
is delayed, as happened with
Galileo, Russian and Chinese
grey-zone technologies may ad-
vance to the point where they
learn how to bypass its protec-
tive architecture.®®

5. Financial Challenges

The initial financial plans for the
IRIS> programme have proven
overly optimistic. Industry insid-
ers note that IRIS? has turned out
to be financially unsustainable
and far more complex to imple-
ment than originally antici-
pated®® due to the consortium’s
continuous requests for further
funding, which were initially esti-
mated at €6 billion in 2022, and
swiftly rose to €10.6 billion by
the end of 2024, with some unof-
ficial reports even estimating the
figure to be closer to €12 bil-
lion.4:41

Another key issue is the uncer-

tainty surrounding long-term fi-
nancing. Since the contract with
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the SpaceRISE consortium is de-
signed to run for 12 years, con-
tinued funding after 2027 will
critically depend on the Euro-
pean Parliament’s approval of
the 2028-2034 budget. These fi-
nancial uncertainties have
prompted major contractors
such as Airbus and Thales
Alenia Space to withdraw
from the SpaceRISE consor-
tium. Although they have not

left the project entirely and
continue to act as suppliers
and subcontractors, they are

no longer co-investors.*?

The financial challenges have
deepened tensions among
member states. The German
government has officially ques-
tioned whether the expenditure
is justified, and the ltalian gov-
ernment considers direct deals
with SpaceX more cost-effective
than financing a European-de-
veloped alternative. According
to Christian Freiherr von der
Ropp, a satellite communica-
tions adviser, tensions between
German and French partners
could pose an additional threat
to the programme.*?

Against the backdrop of budget-
ary constraints, the EU is cur-
rently exploring alternative fi-
nancing mechanisms. Proposals
include reallocating funds from
the military mobility programme
and the EU Readiness initia-
tive.** Simultaneously, the Euro-
pean Space Agency (ESA) is re-
questing an additional €600 mil-
lion from member states to de-
velop more affordable user ter-
minals.*®
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The rising cost of the project,
combined with ongoing uncer-
tainty over its financial frame-
work, raises the risk that, in the
long term, budgetary constraints
may shape the scale and pace of
IRIS? implementation more than
the EU’s strategic needs.

The financial challenges
have deepened tensions
among member states.

6. Governance Challenges
The implementation of the IRIS?
programme is not only a techno-
logical breakthrough for the Eu-
ropean Union, but also an un-
precedented test of its govern-
ance architecture. Unlike earlier
space programs, such as Galileo
or Copernicus, IRIS? is being de-
veloped through a deep integra-
tion between the public sector
and private capital, under a con-
cession model. This gives rise to
a range ofgovernance chal-
lenges. The ability to cope with
these challenges will determine
the project’s long-term viability.

6.1 Complexity of the
Governance Architecture

A key challenge is the pro-
gramme's multi-level institu-
tional architecture, which in-
cludes the European Commis-
sion (EC), the European Space
Agency (ESA), the EU Agency for
the Space Programme (EUSPA)
and the SpaceRISE consortium.
Each of these institutions has its
own decision-making approach,
legal framework and budgetary
cycle.
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For example, ESA traditionally
operates according to the princi-
ple of “geographical return”
(juste retour). At the same time,
the Commission focuses on
strengthening the EU’s strategic
autonomy and geopolitical influ-
ence. This creates a deep institu-
tional dilemma. When the
Commission allocates
funds, it expects the Spac-
eRISE consortium to select
the best suppliers to ensure
the rapid deployment of the
constellation. ESA, however,
will insist that each member
state receives industrial con-
tracts corresponding to its finan-
cial contribution.

As a result, the consortium can-
not order a large quantity of iden-
tical components from a single
supplier but must distribute or-
ders among 10-15 small suppli-
ers from different countries. In
implementing IRIS?, a compro-
mise rule was introduced, re-
serving 30% of contract value for
small and medium-sized enter-
prises (SMEs).*® On the one
hand, this approach supports
the development of the space
sector in Europe, but on the
other hand, it increases costs
and complicates logistics, which
may create arisk of bureaucratic
delays. The main challenge here
is to prevent a situation in which
delays in the constellation’s de-
ployment phase are shifted back
and forth between the technical
overseers (ESA) and the opera-
tional managers (EUSPA).
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6.2 Risk of Project
Commercialisation

The concession model of IRIS®
assumes that a private consor-
tium takes on part of the financ-
ing and operational risks in ex-
change for the right to commer-
cialise communication ser-
vices.* However, in the security
context, this creates a poten-
tial governance conflict of inter-
est. The needs of the EU (secure
communications for the military,
diplomats and border guards) re-
quire maximum security, while
the private consortium follows
the logic of commercial profita-
bility.

Ensuring technological sover-
eignty when critical infrastruc-
ture is owned and operated by
private actors is another chal-
lenge. The EU’s aim with IRIS? is
precisely to secure sovereign,
resilient connectivity and reduce
dependence on foreign provid-
ers, yetthisincreasesthe regula-
tory burden of aligning public-se-
curity requirements with private
business models.

The EU must therefore design
strict control mechanisms to
guarantee that, in a geopolitical
crisis, the priority of governmen-
tal services is unquestionable
and that private operators can-
not dictate the terms of access
to this strategic resource.*®

6.3 Adaptation to the New EU
Space Law

The high level of fragmentation
of European laws regulating the
space sector has long slowed
the development of European
space activities. The 23 ESA

member states have different le-
gal and regulatory frameworks.
This significantly raises costs for
both manufacturers and private
aerospace companies involved
in European space programmes.

A significant step toward reform-
ing the existing regulatory frame-
work came in 2023, when the Eu-
ropean Commission and the
High Representative published
the EU Space Strategy for Secu-
rity and Defence?, later en-
dorsed by the Council and re-
flected in the positions of the Eu-
ropean Parliament.5% 5

The Strategy aims to protect
space systems and maximise
their use for security and de-
fence. To this end, it proposed
the creation of an EU space
law,*? as well as a governmental
Earth-observation service
providing data specifically for
governmental and military use.%®
In line with this agenda, the
Commission subsequently an-
nounced the preparation of an
EU Space Act aimed at estab-
lishing a single market for space
services and harmonised rules
on safety, resilience, and sus-
tainability.%*

The proposed legislation rests
on three key pillars:

= Security: The Act introduces
strict rules for tracking space
objects and reducing space
debris. This is likely to entail
new requirements for any
spacecraft launched in the
future. Their design will now
need to incorporate addi-
tional technological innova-
tions, including measures for
the safe disposal of satellites
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at the end of their opera-
tional life through the de-
ployment of electric satellite
propulsion systems for con-
trolled deorbiting.

= Resilience: New harmonised
cybersecurity standards are
intended to shield European
satellites from hostile hack-
ing attempts aimed at desta-
bilising the space sector.
Lawmakers expect that
these additional cybersecu-
rity requirements will signifi-
cantly strengthen the posi-
tion of Europe’s telecommu-
nication giants.

= Sustainability: The Act aims
to establish a unified internal
market for space services
within the EU. Operators will
benefit from debris-removal
services, in-orbit servicing,
and the deployment of new
technologies.

The new rules will apply not only
to European operators, but also
to foreign companies providing
services within the EU.%®

The planned adoption of the first
EU-wide space legislation intro-
duces a new layer of regulatory
and institutional complexity for
programmes such as IRIS% It is
intended that IRIS* become a
benchmark for compliance with
standards on space sustainabil-
ity and space traffic manage-
ment (STM). This will demand in-
stitutional agility, so thatthe new
environmental standards do not
result in prohibitively expensive
services or a technological lag
compared to competitors oper-
ating in less regulated environ-
ments.
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7. Policy Recommendations
Based on the analysis above, the
following recommendations are
proposed:

Govern to Deliver

The current phase of rolling out
IRIS®> at the institutional level
opens a narrow but decisive win-
dow to consolidate its govern-
ance framework. The priority
should be a shift from purely de-
claratory notions of “strategic
autonomy” towards a practical,
delivery-oriented governance
model. This requires clearly de-
fined mechanisms for cri-
sis-time access to secure com-
munications, as well as a trans-
parent allocation of respon-
sibilities among EU institu-
tions, member states, and
private operators. Strategi-
cally, IRIS® needs to be em-
beddedinthe broader EU se-
curity policy architecture,
from cyber defence and mili-
tary security to digital sover-
eignty, acknowledging that
space systems increasingly
function as critical dual-use
(civil-military) infrastructure.
Without a coherent de-
mand-side strategy, there is a
serious risk that investments in
system capacity will diverge
from the actual needs of govern-
mental and defence users.

Learn from Structural
Constraints

Goals for strategic autonomy in
satellite communications must
be grounded in a realistic under-
standing of structural con-
straints.  Full technological
self-sufficiency appears both
unlikely and economically un-
justified. Instead, emphasis
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should be placed on selected
critical capabilities where Eu-
rope already enjoys relative ad-
vantages: secure governmental
communications (GOVSAT-
COM), the EuroQCI quantum in-
frastructure, and the integration
of multi-orbital systems with ter-
restrial 5G/6G networks. In seg-
ments where dependence on ex-
ternal actors is structurally per-
sistent, it is more rational to pur-
sue diversification and managed
interdependence through part-
nerships with trusted allies ra-
ther than full substitution.
Such differentiated auton-
omy reduces vulnerability with-
out fostering illusions of total in-
dependence.

Ambitions for strategic

autonomy in space cannot
be achieved without deeper

internal integration.

Secure the System

Against the backdrop of mount-
ing hybrid threats, IRIS? security
must be treated as a sys-
tem-wide property rather than a
stand-alone module. This entails
combining cyber-resilience, pro-
tection against electronic inter-
ference, and safeguards against
the exploitation of IRIS? infra-
structure in information opera-
tions, from the space segmentto
end-user terminals. Experience
with attacks on satellite net-
works shows that ground and
user segments are typically the
most exposed, which reinforces
the need for clear standards and
certification of IRIS® equipment
aligned with the NIS2 Directive.
Investment in secure terminals,

XAIES

dynamic spectrum manage-
ment, and rapid incident-re-
sponse mechanisms should be
complemented by institutional
coordination on risk communi-
cation to prevent the erosion of
trustin the system.

Stabilise Financing, Avoid
Overreach
The financial architecture of
IRIS? is already exposed to risks
of cost overruns and procure-
ment delays. Mitigating these
risks requires long-term, pre-
dictable funding sources,
stricter budget discipline, and in-
cremental deployment of sys-
tem functionalities. Overly ambi-
tious technological compo-
nents can greatly increase
complexity and cost without

delivering commensurate
operational benefits. Policy
should prioritise

“good-enough innovation”

that guarantees reliable per-

formance within agreed
timelines, while channelling rad-
ical innovation into separate,
tightly risk-bounded R&D tracks.
This approach helps avoid tech-
nological overreach and focus
resources on core capabilities.

Balance Public Control and
Private Incentives

The IRIS*> concession model
forms part of a broader shift to-
wards the hybrid governance of
space infrastructure, where
public and commercial logics
coexist. To ease tensions be-
tween security requirements
and operator interests, the EU
needs transparent rules for pri-
ority access by public users in
crises, alongside robust over-
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sight tools for critical infrastruc-
ture. At the same time, exces-
sively rigid control may under-
mine investment attractiveness
and innovation. An optimal
model ensures public control
through standards, certification,
and clearly defined emergency
intervention rights, while leaving
operational flexibility and inno-
vation to private actors.

Integration Before Sovereignty

Ambitions for strategic auton-
omy in space cannot be
achieved without deeper inter-
nal integration. Fragmented na-
tional approaches to regulation,
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funding, and industrial policy
still constrain the EU’s collective
potential. In this context, the
creation of a unified European
space law could serve not only
as aregulatory but also as an in-
tegration tool: harmonising rules
on space debris, cybersecurity,
access to orbits, and setting
common standards for pro-
grammes such as IRIS?. In paral-
lel, further pooling of resources,
alignment of technical stand-
ards, and more flexible deci-
sion-making proceduresin secu-
rity and defence are needed.
Only under these conditions can
IRIS? evolve from an ad hoc initi-
ative into a backbone element of
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