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This publication builds upon in-
sights generated during the
panel discussion "Strengthening
European Security: Enhancing
Societal Resilience against Hy-
brid Threats"”, held on 8 April
2025 in Vienna. The event was
Jointly hosted by the Austrian In-
stitute for European and Security
Policy, the Embassy of Finland in
Vienna, and the Embassy of Lith-
uania in Vienna. We are grateful
for the valuable contributions
and perspectives shared by the
panellists: Mr. Teemu Tammikko
(Senior Research Fellow, Finnish
Institute of International Affairs),
Mr. Darius Domarkas (Head of
the Public Security Policy De-
partment, Ministry of the Interior
ofthe Republic of Lithuania), and
Mr. Janne Kankdnen (CEO, Na-
tional Emergency Supply Agency
of Finland).

Introduction

Austrian President Alexander
Van der Bellen recently de-
scribed Finland as “the land of
resilience,” afitting attribute to a
nation shaped by its proximity
and fraught history with Russia.
At the heart of Europe’s re-
sponse to modern security chal-
lenges is the Helsinki-based Eu-
ropean Centre of Excellence for
Countering Hybrid Threats (Hy-
brid CoE). Established in 2017,
the Hybrid CoE serves as a vital
hub for the EU and NATO, en-
hancing resilience and prepar-
edness against hybrid threats
such as disinformation, cyberat-
tacks, and assaults on critical in-
frastructure. It functions as a key
knowledge and training plat-
form, facilitates strategic dia-
logue, and supports member
states in developing integrated
national approaches. While for-
mally part of neither the EU nor
NATO, the Hybrid CoE’s work is
anchored in several key EU
frameworks, such as the Joint
Framework on Countering Hy-
brid Threats (2016), the EU Secu-
rity Union Strategy (2020-2025),
the Strategic Compass (2022),
and the Cybersecurity Strategy
(2020) - all of which prioritize re-
silience, situational awareness,
and rapid, coordinated re-
sponses.

Not only the Russian war of ag-
gression against Ukraine, but
also the sharp rise of hybrid at-
tacks on the European Union
and its member states under-
scores the urgent need to further
strengthening Europe's collec-

tive resilience - in terms of con-
ventional defensive capabilities,
but across society.

In 2024 alone, the European Un-
ion faced some 10,000 cyber-at-
tacks with public administration,
transportation, as well as bank-
ing and finance being the pri-
mary targets'. Baltic countries
are particularly affected: Since
Russia’s invasion of Ukraine,
cyber-attacks in Latvia against
“state institutions and critical in-
frastructure have quadrupled”?;
furthermore, the Baltics have
been one of the primary targets
for disinformation campaigns,
weaponized migration and at-
tacks on critical infrastructure —
making them first movers and
role models in building up pre-
paredness and boosting societal
resilience®. Similarly, the recent
damaging of undersea cables in
the Baltic Sea serve as a stark re-
minder of the growing exposure
of Europe’s critical infrastruc-
ture to hybrid interference, and
the cascading effects such dis-
ruptions can have on public con-
fidence, cohesion, and continu-
ity of services.

This paper aims to outline the in-
itiatives implemented by both
Finland and Lithuania, take
stock of Austria’s current pro-
gress in building up societal re-
silience and preparedness, and
ultimately derive recommenda-
tions to further support and
strengthen these efforts.
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It is emphasized that Austria,
with its comprehensive national
defence approach, shares a sim-
ilarly broad understanding of the
role of civil society in national se-
curity as Finland and Lithuania.
However, differences exist in the
structuring and institutionaliza-
tion of cooperation among pub-
lic and private actors, and civil
society, in countering hybrid
threats. While Finland and Lithu-
ania explicitly assign responsi-
bilities to civil society and indi-
viduals in building resilience,
this approachisonly presenttoa
limited extent in Austria’s na-
tional defence strategy. As a re-
sult, there is a divergence in
threat awareness between Aus-
trian public security actors and
civil society, and consequently,
a limited willingness within civil
society to actively engage in
countering hybrid threats or to
build acceptance for corre-
sponding defensive measures.
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Finland

Finland’s strategy for social re-
silience against hybrid threats
has its roots in the Cold War era.
The Soviet Union as an immedi-
ate neighbour and the funda-
mentally uncertain geopolitical
situation necessitated a prepar-
edness for a variety of, even sub-
tle, non-military attacks from
abroad®. The comprehensive se-
curity approach, which was pur-
sued from the outset and in-
volved the resources of the
armed forces, civil society, and
importantly, both the internal se-
curity (police, customs, border
guards, civil protection) and the
private sector in crisis prepared-
ness, represented an early ex-
ample of integrated crisis pre-
paredness.

Unlike in other European coun-
tries, this comprehensive ap-
proach to crisis prevention was
continued even after the end of
the Cold War to address evolving
security challenges.® In the
“Strategy for Securing Vital

Figure 1 — Security Strategy for Society, 2025, p.13

Functions for Society”, pub-
lished by the Finnish government
in 2003, the role of society as an
actor in crisis management was
already prominently mentioned.
Later strategy papers increas-
ingly mention civil society in the
form of individuals as well as
non-governmental organizations
(NGOs), and in 2010 the strategy
papers were renamed “Security
Strategy for Society”, which em-
phasized the role of society in
the comprehensive security
model®.

The annexation of Crimea by
Russia in 2014 and the increase
of Russian hybrid attacks in the
Baltic states and Ukraine
prompted a broader recognition
of the need to adapt national se-
curity approaches to such
threats. The concept of “hybrid
threats” only entered the Euro-
pean security discourse after
2014, includingin Finland, where
it was deliberately framed to ex-
tend beyond a purely military
context. The 2016 EU joint
framework on hybrid threats set
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the language and laid the
groundwork for later national
strategies, including Finland’s.

Finland subsequently played an
active role during its Council
Presidency in 2019, shaping this
emerging agenda at the EU level,
and contributing to the estab-
lishment of the ad hoc Hybrid
Working Party (HWP) in the
Council, later institutionalized
as the HWP on Enhancing Resili-
ence and Countering Hybrid
Threats (ERCHT)”8. Finland also
hosts the aforementioned Hy-
brid CoE in Helsinki, further un-
derscoring its central role in Eu-
ropean resilience building and
reflecting its long-standing com-
mitment to comprehensive se-
curity. In response to these new
threats the Finnish government
published the Security Strategy
for Society in 2017, which under-
stood comprehensive security
as a deeply and broadly inte-
grated social collaboration
model. Thus, in addition to a
comprehensive  whole-of-gov-
ernance approach, it also incor-
porated a whole-of-society ap-
proach — extending beyond state
actors to include non-state ac-
tors in exercises and preventive
crisis preparedness measures -
while formalizing and structuring
the exchange and analysis of se-
curity-relevant information be-
tween civil society and public in-
stitutions.®

The 2025 iteration of the Security
Strategy for Society continues
this trajectory, emphasizing the
role of individuals and society in
protecting vital functions against
hybrid threats, especially in light
of increased hybrid interference
from Russia since the beginning

of its war of aggression against
Ukraine in 2022. The Security
Strategy for Society 2025 em-
phasizes the importance of the
preparedness of individuals and
society to protect vital functions
of Finnish society in order to
build state-wide resilience
against hybrid threats (Figure 1).

The following vital functions
have been identified as worthy of
protection'®:

= |Leadership

= International and EU activi-
ties

= Defence capability

= Internal security

= Economy, infrastructure,
and security of supply

= Functional capacity of the
population and services

= Psychological resilience

These vital, closely intercon-
nected functions are assigned to
actors ranging from public ad-
ministration, the business com-
munity, civil society, to individu-
als, each having been identified
as crucial stakeholders, thus
bearing specific security-related
responsibilities.

The close and structured coop-
eration between public admin-
istration and business actors ex-
emplifies the centrality of pub-
lic-private collaboration in Fin-
land’s security approach. Inte-
grated networks between public
administration and business ac-
tors allow for a common situa-
tional awareness across sectors
and levels by means of a struc-
tured exchange of information
on hybrid threats and can thus
derive coordinated measures
from this.

Helf and Nieschalke

For example, common threats to
critical infrastructures and sup-
ply chains are identified and a
joint strategy for countering
these can be developed. The co-
operation between private and
public actors is based on a bind-
ing but voluntary cooperation,
which is established through le-
gal requirements, joint exer-
cises, obligations, and coopera-
tion agreements. The aim of this
cooperation is to establish com-
munication between authorities
and companies as quickly as
possible in the event of a crisis.
To give the cooperation an insti-
tutionalized structure, the Na-
tional Emergency Supply Agency
(NESA) was established in 1993
to serve as the secretariat for the
National Board of Economic De-
fence (NBED) operating under
the Ministry of Economic Affairs
and Employment.

Although NESA’s core mission
remains the maintenance of
supplies in the event of an emer-
gency, twenty-three, voluntary
but highly institutionalized, sec-
tor-specific NESA cooperation
pools contribute to maintaining
a comprehensive situational
overview of the security environ-
ment and resilience capacities
across sectors. Originally pri-
marily concentrating on the sup-
ply of material goods, NESA ad-
ditionally evolved into a key ac-
tor in countering hybrid threats.
For example, the media pool en-
gages media companies in ef-
forts to safeguard continuity of
communication, counter disin-
formation, and uphold media
freedom during crises. Thus,
NESA functions as an important
interface between civil society,
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public authorities, and compa-
nies to maintain critical services
even in the event of large-scale
or new types of attacks. The ex-
change in the twenty-three pools
as well as the regular updating of
NESA’s strategic orientation, de-
termined by the government and
through cooperation with all so-
cial actors, also ensures that the
agency is always flexibly pre-

pared for a variety of threats.

Another exemplary feature of
the Finnish strategy for coun-
tering hybrid threats is the
aforementioned inclusion of
civilian individuals as secu-
rity actors. Skills in media liter-
acy and digital capability are
considered vital to national se-
curity’'.  Personal initiative,
neighbourhood support and
building trust in society are con-
sidered an important pillar of re-
silience building, and pursued
through the involvement of indi-
viduals in countering hybrid
threats'. The citizen is thus not
only seen as requiring protection
from hybrid threats, butas an ac-
tive agent in building resilience
with the additional goal of creat-
ing a sense of responsibility for
national securitys.

In conclusion, two approaches
to countering hybrid threats can
be derived from the Finnish ex-
ample as particularly instructive
for Austria. Firstly, Finland al-
ready has a deep and broadly
structured cooperation between
civil society, public actors, and
economic authorities. Both the
Whole-of-Governance and the
Whole-of-Society principles em-
bedded in Finland’s comprehen-
sive security model enable a
shared understanding of hybrid
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threats as challenges that con-
cern all sectors of society. Cru-
cially, these approaches not
only ensure that potential
threats are recognized early -
thereby enhancing situational
awareness - but also facilitate a
flexible and multi-layered re-
sponse across institutional
boundaries.

The citizen is thus seen ...

as an active agent in build
ing resilience.

Without such integrated frame-
works, hybrid interference activ-
ities might go unnoticed or un-
addressed. The ability to draw on
a broad set of instruments - in-
cluding diplomatic, economic,
legal, and information measures
— is central to an effective and
appropriate response. NESA
presents itself as a particularly
structured and, due to its legal
and social anchoring, estab-
lished and yet adaptable inter-
face authority for coordination.
Another exemplary feature of the
Finnish approach is the recogni-
tion of the individual as both a
targetand an actorinresponding
to hybrid threats. Joint situation
and risk assessment involving
civil society, as well as the sys-
tematic preparedness of citi-
zens, foster both awareness and
resilience, thus ultimately
strengthening social cohesion in
the face of disruption.
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Lithuania
Similarly, the Baltic states, par-
ticularly Lithuania, face hybrid
threats such as disinformation,
cyberattacks, social polariza-
tion, and malign foreign influ-
ence operations. Lithuania has
responded by further developing
comprehensive resilience strat-
egies integrated into its na-
tional security architecture.
Lithuania’s total defence
concept is grounded in Arti-
cle 3 of the Constitution,
which grants every citizen
the right to resist threats to
the country’s independence
and constitutional order.
This principle was operational-
izedinthe 1997 Law on the Foun-
dations of National Security,
which introduced the idea of uni-
versal and unconditional de-
fence, assigning responsibilities
to both the state and its citizens
to prepare for civilian resistance
in case of aggression.

More precise developments
have emerged in recent years.
The 2021 National Security Strat-
egy broadened the scope of na-
tional defence to include not
only military forces but also civil
institutions, municipalities, the
private sector, and — importantly
— individual citizens. A review of
the Strategy, initiated with the
aim of reflecting the evolving se-
curity landscape, is underway
and scheduled to be finalised by
the end of 2025, though its un-
derlying whole-of-society ap-
proach is expected to remain un-
changed. A 2022 strategy on civil
resistance further emphasized
that total defence encompasses
both armed and non-armed
forms of defence, declaring civil
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resistance a core element. Un-
der this approach, every citizen -
regardless of age — shares re-
sponsibility  for preventing
threats and resisting occupa-
tion, embedding national de-
fence deeply into all levels of so-
ciety'. As the concept positions
social resilience as a central na-
tional resource, citizens are, in-
ter alia, expected to contribute
not only physically but through
civic engagement and infor-
mation literacy as well'®6,

In contrast to traditional security
approaches, the Lithuanian total
defence approach actively ad-
dresses hybrid threats from
the bottom up and relies on
participatory mechanisms.

In light of the rise in cyberat-
tacks and disinformation
campaigns by Russia since
2014 - intensifying further af-

ter the full-scale invasion of
Ukraine in 2022 — media and dig-
ital literacy have become central
pillars of Lithuania’s resilience
strategy. The ability to critically
access, evaluate, and verify in-
formation is regarded as an es-
sential civic duty. The develop-
ment of these skills is actively
promoted by both state institu-
tions and civil society and is con-
sidered a core responsibility of
the Lithuanian state’’.

Furthermore, a key element of
Lithuania’s societal resilience
strategy is the integration of
practical, community-based
preparedness measures through
civic institutions such as the
Lithuanian Riflemen’s Union.
With deep historical roots and
strong local anchoring, the Un-
ion serves today as an important

platform for voluntary civic en-
gagement and resilience train-
ing. Open to civilians of varying
ages, its programs encompass,
inter alia, survival skills, first aid,
and civil protection, thus em-
bedding preparedness into eve-
ryday life. Crucially, and thanks
to its historical continuity, the
union serves as a practical vehi-
cle for mobilizing society in
times of crises, whether natural
disasters, hybrid attacks, or con-
ventional warfare. A decentral-
ized structure of local chapters
guarantees fast and community-
based civil response capacities
in emergency situations'®.

The ability to critically ac-

cess, evaluate, and verify

information is regarded as
an essential civic duty.

Furthermore, the launch of the
LT72 app further contributed to
strengthening individual and
household-level preparedness.
The app provides practical
guidelines and steps on crisis
preparedness, emergency re-
sponses and relevant infor-
mation on emerging threats. Af-
ter its launch in April 2025, LT72
registered 62.000 downloads
within the first month®.

In addition, Civil society initia-
tives such as “Debunk.eu”, the
“Elves” networks, the Civic Re-
silience Initiative (CRI), or the
state education program “boost
your immunity” represent state
and state-supported projects for
building skills to counter disin-
formation and actively involve
civil actors in combating disin-
formation campaigns®.

Helf and Nieschalke

Furthermore, a particular focus
on integrating ethnic minorities
into the broader social infor-
mation space serves as a safe-
guard against both separatism
and as a means of strengthening
social cohesion. Providing con-
tentin minority languages, espe-
cially Russian, and targeted par-
ticipation programs help reduce
susceptibility to disinformation
that targets and exploits fault
lines in Lithuanian society?'.

The protection of the democratic
order is another key element in
engaging society in countering
hybrid threats as these particu-
larly target social cohesion,
trustin institutions and basic
democratic values in the
country — often by exploiting
ethnic, linguistic, or social
differences. The Lithuanian
strategy counters these
threats with a multi-layered
approach of “layered resili-
ence”?? . Therefore, free, plural-
istic, and legally protected me-
dia are consistently strength-
ened. Regulatory authorities
such as the Radio and Television
Commission Lithuania (RTCL)
enforce standards, swiftly shut
down hostile or propagandistic
channels and sanction hate
speech as well as war propa-
ganda?.

An example for the efficiency of
this control body was the shut-
down of all Russian TV channels
after the Russian full-scale inva-
sion of Ukraine on February 24,
2022, and the simultaneous pro-
motion of independent Russian-
language media®*. This targeted
approach and integration of mi-
norities while avoiding parallel
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information communities (espe-
cially Russian-speaking commu-
nities) and strengthening the
common, democratic infor-
mation space is considered a
strategic goal.

Multilingual educational offers
and the aforementioned fact-
checkinginitiatives further target
diverse population groups and
promote the capacity to detect
and respond to digital manipula-
tion. The involvement of low-
threshold citizen projects in this
area motivates active participa-
tion and facilitates access.

The education of Lithuanian so-
ciety to engage critically with in-
formation, combined with the
active involvement of civil
groups in combating disinfor-
mation, illustrates how demo-
cratic discourse can be pro-
tected without infringing on civil
liberties. Anchored in a solid le-
gal framework, this approach
consistently promotes individual
information literacy as a civic
duty, targeted and multilingual
media and political education
from an early age, low-threshold
and inclusive fact-checking and
participation initiatives, the le-
gally secure protection of plural-
istic media, and the clearly regu-
lated integration of all minorities
into the national information
space. Together, these elements
form a robust democratic foun-
dation for social self-efficacy
and resilience, reinforcing dem-
ocratic information processes.

Community-based structures —
such as the Lithuanian Rifle-
men’s Union - play a particularly
important role in translating this
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framework into practice by em-
bedding preparedness and civic
engagement at the local level.
The broader cooperative struc-
ture (“network of resilience”),
consisting of the state, business,
civil society, and citizens, thus
mirrors the Finnish model of
comprehensive security, fram-
ing security as a shared and so-
ciety-wide responsibility.

Since 2023, this approach has
been further institutionalized in
Lithuania with the adoption of
the new Crisis Management and
Protection Law, which intro-
duced the position of prepared-
ness officers both within minis-
tries as well as municipalities.
These officers are tasked with
bringing all resilience and pre-
paredness functions into a sin-
gle role, while also serving as
promoters of preparedness cul-
ture within their respective insti-
tutions. Moreover, the legisla-
tion encourages communication
and coordination among offic-
ers, thereby contributing to the
formation of an interconnected
national network of resilience.

Austria

Austria’s Comprehensive Na-
tional Defence (Umfassende
Landesverteidigung) approach
contains three non-military as-
pects: Mental and Moral De-
fence (Geistige Landesvertei-
digung), Civil Defence (Zivile LV),
and Economic Defence
(Wirtschaftliche LV). Together
these encompass vital aspects
of countering hybrid threats,
namely Civil Defence, Civil Pro-
tection, and Disaster Manage-
ment - all of which are recog-
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nized in its most recent 2024 Na-
tional Security Strategy. Indeed,
this strategy as well as various
recent initiatives, such as the
2025 National Crisis Security
Law, indicate a priority shift to-
wards recognizing, preparing for,
and responding to hybrid
threats.

In the 2025 Risk Report pub-
lished by Austria’s Ministry of
Defence, various manifestations
of hybrid threats, such as cyber-
attacks and disinformation, are
not only recognized as threats to
Austria specifically, but are also
met with proposed responses
that include, among others, the
integration of security aware-
ness and resilience-building into
school curricula. In that sense,
parallels between Lithuania’s
“Total Defence”, Finland’s com-
prehensive understanding of na-
tional security, and Austria’s
“Comprehensive Defence” ap-
proach form a foundation for fur-
ther developing efforts in Austria
to build societal resilience and
readiness vis-a-vis hybrid
threats. Given Austria’s federal
structure, where competencies
for education, civil protection,
and crisis management are
shared between the federal gov-
ernment and the states (Lander),
the effective implementation of
such measures will depend on
coordinated action across ac-
tion across governance levels.

However, while the conceptual
framework is in place, Austria
could focus on various, tangible
stepsin order to boost both soci-
etal resilience and response ca-
pabilities to hybrid interference.
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Establish Local Civic Resilience
Structures

Austria could pilot community-
based, localresilience platforms
or partnerships modelled on
Lithuania’s Riflemen’s Union but
adapted to an Austrian civil con-
text. These structures should be
voluntary, non-militarized, and
locally anchored - for example
through local association, (vol-
unteer) fire brigades, or other
municipal networks. Their pur-
pose would be to complement
professional emergency ser-
vices by fostering civic prepared-
ness, promoting situational
awareness, and strengthening
local cohesion. Activities could
include training in emergency
routines for various incidents
(e.g. blackouts, severe infra-
structure disruptions) and neigh-
bourhood support structures
with a particular focus on vulner-
able groups.

Importantly, embedding these
efforts into locally established
and trusted institutions would
help contribute to broader ac-
ceptance of resilience building
measures without having to rely
on top-down securitization. Al-
ready existing structures such as
the Austrian Zivilschutzverband
could in turn profit from in-
creased visibility.

Further Institutionalize Whole-
of-Society Awareness Measures
The proposed inclusion of secu-
rity awareness and digital liter-
acy in school curricula serves as
a crucial initial step in institu-
tionalizing awareness and resili-
ence building measures. In this
context, educational efforts
could place greater emphasis on

digital competence, and im-
portantly, critical engagement
with information environments.
Experience from both Lithuania
and Finland suggest that foster-
ing a broad understanding of hy-
brid threats, including their soci-
etal and psychological dimen-
sions, contributes not only to
preparedness, but democratic
cohesion overall.

Public awareness campaigns
coordinated with relevant minis-
tries and civil society organiza-
tions, could further support this
effort by offering accessible
guidance on individual prepar-
edness, civic responsibility, and
available support mechanisms.
Ensuring that such information
is available in multiple lan-
guages would also contribute to
a more resilient and cohesive so-
cial fabric. While model initia-
tives like the LT72 app released
by the Lithuanian government
are currently at an early stage,
such efforts warrant further ob-
servation and evaluation, as they
may yield valuable insights for
future comparable initiatives.

Support Low-Threshold
Participation in
Counter-Disinformation Efforts
The Lithuanian case demon-
strates the value of involving civil
society in safeguarding the infor-
mation space. Initiatives like De-
bunk.eu or the Elves network
show how voluntary civic en-
gagement can play a meaningful
role in identifying and respond-
ing to disinformation, particu-
larly during crises as well as be-
fore and during elections.
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Keeping the sensitivity and para-
mount importance of a free and
independent information space
in mind, Austria could build on
this model by encouraging part-
nerships between select public
institutions, independent media,
academic institutions, and
NGOs to create comparable for-
mats tailored to its own infor-
mation environment. Examples
might include reporting tools for
disinformation, small-scale
fact-checking networks, or com-
munity workshops hosted by ed-
ucational providers. These initia-
tives could form part of a
broader, inclusive strategy to
promote democratic resilience,
while aiding in rebuilding trust in
media and public institutions.

Deepen Public-Private
Cooperation on Hybrid Threats
Preexisting public-private coop-
eration, as for example outlined
in the Austrian Programme for
Critical Infrastructure Protection
(APCIP)? could serve as a step-
ping stone for expanding such
cooperation efforts beyond pro-
viders of critical infrastructure to
include other sectors relevant to
hybrid resilience, such as media,
logistics, and education. Regular
dialogue formats and joint sce-
nario-based exercises, similar to
the sector-specific coordination
pools established by NESA,
could foster shared situational
awareness and enable coordi-
nated crisis response planning.

Strengthening communication
pathways between public au-
thorities and private actors be-
fore crises occur would help re-
duce reactiontimes and improve
Austria’s capacity to respond ef-
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fectively to disruptions. Volun-
tary, yet formalised frameworks,
supported by legal clarity and
mutual obligations, can encour-
age sustained engagement
across sectors without creating
excessive administrative bur-
dens.

In sum, Austria already pos-
sesses both a normative as well
as a structural foundation for
boosting resilience against hy-
brid threats. What remains is the
development of concrete, insti-
tutionalized, and societally em-
bedded mechanisms for imple-
mentation at both a local and a
larger societal level. Drawing on
Nordic-Baltic models, Austria
could embrace a proactive and
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