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Introduction

Every second, 127 new devices are ac-
cessing the world wide web for the first 
time, while estimates suggest that the 
total number of appliances connected 
to the internet, including cars, fridges, 
smartphones, and watches, amounted 
to more than 31 billion in late 2020.1 The 
global data chain of the internet grows 
by 2,500,000,000 GB daily.2 The evoluti-
on of information technology not only 
contributes to an innovative way of work 
and life, igniting the digital transforma-
tion of businesses, but also triggers new 
wide-ranging challenges for security 
policy. What started with the invention 
of the telegraph in 18443, the numerical 
computer in 1949, and the first version of 
the internet initially launched by the US 
Department of Defense in 1969, which was 
subsequently called ARPANET in 19834, 
has indeed caused new strategic implica-
tions for the nation state on a remarkable 
scale.5 Today, the advancement of digital 
technologies affects various political sys-
tems and stakeholders around the globe, 
as the dependency on and influence of 
digitalisation are omnipresent and directly 
connected to economic growth as well as 
decision-making processes. Additionally, 
the growing importance and sophistica-
tion of cyber-warfare as well as conflicts 
being conducted in the cyber-sphere 
continue to produce unprecedented novel 
dilemmas and security challenges for the 
security establishment. 

This analysis seeks to shed light on various 
selected and highly relevant difficulties 
related to the issues of cyber diplomacy, 
hybrid warfare, and international relations. 
The authors will briefly depict a short 
definition of what is and what is not cyber 
by drawing parallels between common 
cyber conflicts and regular conventional 
disputes. Subsequently, the authors aim 
to illustrate how the cyber domain has 

fundamentally challenged national and 
international security policy. Finally, there 
will be a short outlook on the current chal-
lenges in the cyber-sphere that are being 
amplified by the ongoing Covid-19 pande-
mic – causing severe headache within the 
security establishment. 

Why cyber does not have to be a recipe 
for catastrophe

Most prominent research on the emer-
gence of information technology and its 
mutual influence on international politics 
has a tendency to produce dystopian fore-
casts6 about a digital world war.7 However, 
reality is much more complex – especially 
when it comes to security investigators 
responsible for the attribution of suspects 
in the cyber-sphere. Regardless of whether 
looking at regular conflicts or irregular 
terrorist activities, researchers have been 
focusing on monitoring perpetrators to 
gain more information about their motives 
or potential accomplices. While it is already 
challenging to monitor terrorist groups 
in conventional conflicts, the issue of tra-
cking down cyber weapons is even more 
complex. 

The digitalisation of warfare has not only 
helped to improve already sophisticated 
defence mechanisms, but has also made 
digital applications being used as weapons 
as easily accessible as conventional rifles 
and handguns. Digital means of cyber 
operations might either be used for civilian 
purposes (e.g. to chat and share informati-
on via social media), or as a weapon i.e. in 
disinformation operations.8 Virtually every 
cyber weapon consists of code9, meaning 
that these programmes are easily and 
independently producible. This circum-
stance is facilitating a quasi unrestrained 
accessibility of malicious cyber instru-
ments, making them widely available for 
everyone who is equipped with sufficient 
IT-knowledge that can be self-taught with-

out substantial efforts. Being almost un-
restrictedly available in the digital realm, 
these applications serve as the ultimate 
low threshold to any cyber conflict. 

With regards to conventional conflicts 
or crime, the issue of investigating and 
tracking down the financial flows that 
enabled perpetrators to perform their 
operations can hardly be overestimated. 
However, security investigators are mostly 
aware of the price of ammunition and rifles 
and might therefore be able to extrapolate 
potential payments by fellow supporters. 
On the other hand, when it comes to appli-
cations used in the digital realm, the exact 
cost of cyber-weapons10 is still unknown.11 
Thus, contrary to the purchase of conven-
tional weapons i.e. in the context of orga-
nised crime or terrorism, cyber weapons 
are much more difficult to be detected 
and can hardly be regulated, hampering 
prevention efforts and forensics. In stark 
contrast to conventional explosives12, the 
preparation phase of a cyber weapon is 
much easier to hide from the prying eyes 
of security personnel and surveillance 
cameras. The setup of cyberattacks creates 
little noise and has meanwhile become 
very cheap. Attacks that could cost up 
to $100,000 some years ago can now be 
conducted by professional actors for as 
little as $1,00013, widening the availability 
of the cyber weapon arsenal, which also 
opens ways to inexpensively outsource 
the execution of attacks. Since cyber threat 
actors are getting more sophisticated per 
the hour, most experts suggest that there 
are many processes that will make cyber 
weapons even more accessible in the near 
future. Factors include the standardisation 
of malware development processes and 
toolkits, as well as the recycling of already 
existing damaging software. Even though 
the manufacturing process requires 
continuous improvement, the learning 
curve effects of offensive cyber weapons 
is extremely steep. Additionally, the lack 
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gies like the internet, which might be used 
as a means to subvert the autocratic politi-
cal discourse through hidden platforms of 
communication and exchange. To prevent 
any unwanted outside information from 
getting into the virtually closed system, 
many authoritarian governments i.e. Iran, 
Russia or China have therefore started 
building up a state-owned “National Inter-
net”.19 Reza Taghipour, Iran’s former Min-
ister of Information and Communication 
Technology (ICT), equalled unregulated in-
ternet access with “buying one’s locks from 
the thief”.20 Until today, Iran has developed 
into one of the “most sophisticated nations 
in online censoring” as Iran’s leaders try to 
promote “its national Internet as a cost-
saving measure for consumers and as a 
way to uphold Islamic moral.”21

While much research has been conduct-
ed on the constitution of relationships 
between minor powers or rebel groups, 
often acting as proxies for more powerful 
states22, the evolution of digital means has 
steadfastly changed the balance of power 
between the state and non-state actors in 
the cyber sphere and tipped it in favour 
of the latter. To evade attribution and 
judicial prosecution, more and more states 
outsource their cyber capabilities into the 
private sphere to a network of informal 
actors – sometimes cyber-activists or 
hacker groups, sometimes even legitimate 
cyber tech firms. “Resorting to this tactic, 
it allows cyber threat actors in the state to 
create plausible deniability and lower the 
costs (including in reputational terms) and 
risks entailed by controversial overseas 
operations.”23

The sheer possibility of going under-
ground and invisible before and after the 
conduction of a cyberattack poses serious 
challenges for security investigators, 
relentlessly trying to figure out whether 
a cyberattack was sponsored by the 
government from whose territory it origi-
nated. This so-called problem of attribution 
provides two intertwined challenges for 
security investigations. First, the technical 
sophistication of detecting the true origin 
of a particular attack and second, the 
identity of those who carried it out, given 
the boundlessness and anonymity of the 

cyber domain. More or less akin to regular 
crime investigations, the challenging 
process of attribution in cybersecurity 
resembles those of a judicial evidence 
process.24 Cybersecurity forensic experts 
are required to look for certain pieces of 
the attacker’s identity, parts and traces of 
which the cyber threat actor might have 
left on his way of intrusion. To understand 
the implication of a cyberattack on the 
security investigators work, one ought to 
visualise the technical process of a cyber 
operation, the so-called kill-chain, which 
serves as a model of the path “that an 
intruder takes to penetrate information 
systems over time to execute an attack on 
the target.”25 Most commonly, there are 
two pieces of action, characteristically sha-
ping the process of a successful cyberat-
tack: “Access” and “Payload”.26 Even before a 
cyber threat actor manages to successfully 
access an application, the assailant needs 
to gain information about the selected 
victim – e.g. by creating honey-pots which 
serve as traps. Social Engineering tactics 
can be additionally used to gain valuable 
information.27 While both aforementioned 
processes do not necessarily leave traces, 
the moment of digital intrusion most 
certainly will. After the attacker remotely 
gained access to the device, the injection 
of the payload into the machine follows. 
Sometimes even time stamps being used 
in the source code serve as valuable meta-
information on the equipment being used 
by the cyber attacker or on the origins of 
the malware.28,29 This meta-data consists of 
IP-addresses or other registry information 
and can serve as valuable hints leading to 
the origin of the attack. After the mali-
cious code has successfully been entered 
into the victim’s system, the cyber threat 
actor is obliged to communicate with 
command-and-control servers to move 
inside the infiltrated networks. Due to the 
possibility of using various techniques 
to obscure someone’s true location and 
routing information through multiple 
machines in various locations across the 
world, the process of cyber-attribution is 
highly sophisticated and challenging.
 
This high level of encryption not only 
heightens the risk of false attribution, but 
also – given the lack of a global framework 

of scientific and globally recognised con-
sensus on a definition of cyber weapons 
makes it nearly impossible to distinguish 
a malicious programme from basic digital 
applications serving a peaceful and non-
threatening purpose.14 

Yet another key characteristic of the 
digital reality is the absence of geographic 
boundaries – unlike any other type of con-
ventional or asymmetric form of aggres-
sion, cyberattacks only follow the rules of 
electronics and are not bound to physical 
space. Given the global availability of the 
internet, it is the universal reach of digital 
applications erasing the necessity of physi-
cal presence to conduct warfare. Not only 
have cyber technologies made it easier 
to conduct intentionally harmful and ag-
gressive actions underneath the threshold 
of warfare, avoiding attribution or direct 
penalisation, they have consequently 
also dramatically changed the rules of the 
international power competition. Be it the 
hacking group linked to an antagonistic 
or hostile nation state15 or the 20-year-
old lone wolf in his parents’ basement16: 
Cyber-technologies made the feasibility 
of cyberattacks and digital conflicts more 
proactively viable – hence available for 
everyone – and enabled threat actors to 
conduct digital warfare completely remote 
– e.g. through the heavy usage of Virtual 
Private Networks (VPNs). “The primary 
benefit to the offense of the cyber domain 
is the lack of physicality.”17

Whereas attributing the source of a 
terrorist attack by conventional means is 
possible, “attribution is arguably nearly 
impossible or considered impracticable in 
the case of attacks carried out via cyber-
space.”18 Unlike the construction of regular 
weapons, cyberspace imposes only few 
limitations on the construction of major 
cyber offensive capabilities. The diffusion 
of reach and power to the individual level 
not only blurs the line between soldier, 
civilian, combatant, and non-combatant, 
but additionally enables non-state actors 
to cause significant harm without being 
under steadfast supervision or regulation 
of a government. That is one of the major 
reasons, why authoritarian leaders fear 
relatively unregulated and open technolo-
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on cyber-warfare – could lead to serious 
conflict escalation if a state mistakenly 
targets an innocent third cyber actor 
through so-called hack-backs.30 Until the 
present day, there is neither a framework 
to attribute cyberattacks technically, nor 
judicially. To depict the sheer lawless-
ness of the cyber-sphere, it is helpful to 
investigate the policy recommendations 
of Estonia’s former Prime Minister Andrus 
Antip. In the year of 2007 – after Estonia 
fell victim to various cyberattacks allegedly 
financed by and attributed to Russia – he 
suggested to pre-emptively attribute cy-
berattacks to possibly (!) involved hackers 
without any tangible evidence, in order 
to deter potential actors from future cyber-
attacks.31 This “international blame game”32 
could very much turn any investigation 
into a game of Russian roulette. Indeed, 
these illustrations genuinely visualise that 
the world of defensive and offensive cyber 
actions, cyber-crime, cyber-terrorism, and 
cyber-warfare is “truly a wild, unruly, and 
ungoverned place”33 for policymakers. 

It is not new that conventional terrorism 
seeks to spread fear throughout the entire 
population of the targeted country, or 
indirectly inspire more people to join a cer-
tain cause by provoking a hostile response 
or an over-reaction from the affected enti-
ty. Terrorism commonly aims at the heart 
of a society, whose resilience to counter 
irregular, asymmetric hybrid threats, 
name ly its ability to return to an orderly 
and normal condition after the occurrence 
of a tragic event, is vital for its survival.34 
When it comes to cyber, the persistence of 
a healthy society necessitates a functio-
ning state, whose resilience lies in the 
functionality of its so-called critical infra-
structure (CI). Since the CI serves as a vital 
area of activity for state and society, be it 
economy, science, finance, health, tele-
communication, electricity or food supply, 
most cyber threat actors aim to directly 
inflict damage on critical infrastructure 
as well as on the state’s ability to govern. 
Due to increased digital interconnected-
ness, cyberattacks on various elements of 
critical infrastructure and the consequen-
tial cascading effects on the balance of the 
socio-political system can be described as 
modern ways to sow widespread discord, 

fear, and panic. Ultimately, they have the 
potential to directly endanger people’s 
lives, as the 2013 cyberattack on a water 
dam in New York clearly showed, in which 
an allegedly Iranian hacker group hacked 
an old cellular modem and broke into the 
command and control system of the dam. 
Only because the gate had been manually 
disconnected for maintenance at the time 
of the intrusion, the attacker was not able 
to release water from the dam through his 
remote access.35 Since this particular ele-
ment of the U.S. critical infrastructure was 
poorly safeguarded, with its own networks 
severely outdated, it consequently posed 
a serious opportunity for cyber threat 
actors to exploit the systems’ vulnerabi-
lity, endangering public safety, security, 
and stability. This could have been the 
cheapest way to sow panic, while possibly 
threatening the lives of thousands of New 
Yorkers. Only three years after the cyber-
attack, the Assistant Attorney General was 
able to unveil charges against seven Ira-
nians, who allegedly acted as members of 
the Iranian Revolutionary Guards Corps.36 
Since the cyber attackers never needed 
to be physically present to remotely gain 
access to the dam and operated from a far 
distance, “there is next to no chance the 
Iranians will end up in U.S. courts.”37

Developments in the cybersecurity 
domain in the context of Covid-19 

The most recent developments regarding 
the growing danger of cyberattacks indica-
te that not only the tactics, strategies, and 
technical resources of digitally inflicted 
harm have rapidly intensified, but also that 
the amount of attacks has skyrocketed to 
an unprecedented number of incidents. In 
the course of the global Covid-19 pande-
mic, digital attacks – from email phishing 
to ransomware – against companies, 
individuals, and state institutions have 
increased dramatically, as stated in reports 
by Interpol38 and the European Union 
Agency for Cybersecurity (ENISA).39 The 
lockdown measures and their consequen-
tial shift to working from home demanded 
for accessing the internet through private 
and hence often less secure connections. 
This situation is regarded as the main 
reason why cybercrime has risen by 75% 

in the United States in mid 2020 com-
pared to 2019, according to the Federal 
Bureau of Investigation.40 Also in Europe 
it became evident that malicious actors 
are exploiting digital vulnerabilities, which 
are enhanced by the pandemic, involving 
tactics like phishing or the spread of disin-
formation in seeking to lure victims to fall 
for online scams.41

 
The general social uncertainties and collec-
tive fears inflicted by the pandemic, mixed 
with financial and economic hardships, are 
systematically being taken advantage of 
by all kinds of cyber threat actors: indivi-
duals, groups, and states. In addition to 
the ever more intense personal, commer-
cial, and governmental dependency on 
digital goods and services, the Covid-19 
pandemic has also amplified the reliance 
on critical infrastructure and the provision 
of public services. The development and 
distribution of Covid-19 vaccines, the 
worldwide strive towards a silver bullet to 
end the crisis, has transformed vaccina-
tion formulas as well as its supply chains 
into a new critical infrastructure of global 
scale. However, in return these processes 
and the value of such crucial knowledge 
have attracted hackers and criminals alike. 
According to investigations conducted by 
IBM42, the cooling chains required to pre-
serve the Covid-19 vaccine of a public pri-
vate partnership came under attack from 
a sophisticated cyber operation, expected 
to originate from a national aggressor. The 
cunning attack, targeting six countries and 
aiming at various key units and organs of 
the European Commission, followed two 
parallel objectives. First, the assailant was 
aspiring to extract and steal sensitive infor-
mation that could serve as an advantage 
in the vaccination race. Second, the attack 
could exploit the weakest links of the 
digital systems, directly interrupting the 
supply and distribution chains of vaccines, 
and ultimately harming the opponents’ 
health care systems. Hence, this malicious 
tactic can be seen as a dual approach 
to cause systematic disruption, gaining 
critical data through cyber espionage, and 
ultimately endangering human lives.43 As it 
is the case in the majority of cyberattacks, 
no responsible threat actor has yet been 
publicly identified.
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Already before cyber threats became a 
more potent security risk in the course 
of the Covid-19 pandemic, the European 
Union reacted to the growing insecurity by 
introducing a range of preventative mea-
sures and awareness raising initiatives. In 
order to compressively address the rising 
and evolving challenges of cyberspace, 
the European Council in 2019 extended 
their existing framework to mitigate 
external threats to the EU and its member 
states. For the first time, the new European 
sanction regime allows to execute respon-
sive countermeasures, “including cyber-
attacks against third States or international 
organisations where restricted measures 
are considered necessary to achieve the 
objectives of the Common Foreign and Se-
curity Policy (CFSP)”.44 This action changes 
the European approach towards cyberse-
curity both symbolically and practically. 
Not only are the new measures limiting 
the potential scope and damage of cyber 
aggressions against the EU and its mem-
bers by imposing the option of waging 
counterattacks, but they are also sending 
a clear sign. On the one side, the ability to 
launch concrete defensive measures could 
have a preventive and deterrent effect on 
attackers. On the other side, which is even 
more relevant in the long-term, cyberse-
curity does not remain simply an abstract 
and hypothetical concept but becomes 
a tangible and real risk linked to the 
common European foreign and securi-
ty policy. The protection against cyber 
aggressions and digital threats is not an 
exclusive national imperative anymore, 
but rather a shared European responsibi-
lity, which is strengthening the cohesion 
and integration within the EU. An attack 
on one European member state becomes 
an attack on all.
 
Conclusion

Cyberattacks and digital threats will 
continue to intensify, increase and evolve 
in the years to come. Online tools and pro-
grammes as means of coercion designed 
to exercise pressure and to cause socio-
political or economic disruptions are more 
available and accessible than ever before. 
At the same time, the digital intercon-
nectivity between electronic devices is 

enormously expanding, a development 
which will be further accelerated by the 
emergence of the Internet of Things. Thus, 
both the digital vulnerability of individuals, 
companies, and states as well as the wea-
pon arsenal of cyberspace are simultane-
ously growing. Aggressors are expected to 
proceed weaponising digital technologies 
as an attractive unconventional means to 
destabilise opponents.
 
The sooner the cyber domain is widely re-
cognised as a dangerous security environ-
ment, the better it will be included in the 
perception and assessment of common 
threats. In order to keep up with the speed 
of technological advancement, European 
stakeholders and decision-makers are well 
advised to fully integrate cybersecurity 
into their security and defence strategies 
and frameworks. However, this process 
should not only involve mechanisms to 
detect and fend off cyberattacks, but it 
additionally has to emphasise the bigger 
picture: Cyber threats are merely one 
component belonging to a wider spec-
trum of hybrid, nonconventional, and 
interlaced forms of aggression, which are 
skilfully disguised and well-coordinated. 
Against this background, one crucial future 
technological advancement to careful-
ly scrutinise is the potential of artificial 
intelligence in cyber space. Mixed with a 
growing internationally unstable digital 
security atmosphere, future breakthroughs 
in automation and machine learning 
abilities could intensify the nature of cyber 
conflicts to yet unknown dimensions. The 
EU and national stakeholders thus need 
to take more coordinated and forward-
looking actions to fully take the wider 
range of cyber opportunities and risks into 
account. 
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