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The strategic dimensions of cyber-security –
an interdisciplinary approach
With the 2016 US Presidential Election,
the question of cyber-security entered
the mainstream and set the focus on how
nations and other entities use cyber-space
as an extension of their “real-world” agendas. This question is by no means new, yet
it has remained somewhat overlooked,
perhaps, not in small part due to the dynamism, complexity and technicality of the
subject, acting as gatekeepers for novices.
That being said, a certain level of understanding about cyber-security could be
reached through combining approaches
from other fields, international relations,
political science, security studies to name
a few, in order to see the “big picture”
and how the geostrategic ambitions of
actors could be reflected in cyber-space.
Furthermore, in the near future, technology will continue to become a more and
more integral part of our everyday lives,
so awareness of the possible threats and
mindfulness of our actions are key to
mitigating the possible dangers that our
societies might face.
This brief overview will attempt to provide
the necessary basis upon which further
knowledge could be built, looking at the
rules and actors of cyber-space. These
segments, along with how future developments would affect the sector cannot be
done justice in such a limited format, so
this text should be viewed as a roadmap to
where the main debates in the field lie.
To begin with, an oft-cited characteristic
of cyber-space is the vagueness and ambiguity of the language used to describe
the occurrences in the virtual world. At
the time of writing, there is no universal
consensus of what exactly constitutes a
cyber-attack, let alone cyber-war. Cyberespionage and cyber-crime, for example,
fall into the graph of what is considered
a cyber-attack, however, they are seen as
“routine occurrences”,1 separate from acts
of war. An example of this, are the attacks
on Estonia in 2007 which were perceived

as individual cyber-crimes and not operations that call for the use of Article 5 of
the NATO Treaty.2 In that sense, the three
characteristics that must be present for an
act of war, to be considered as such, are
its violent nature, instrumentality and political purpose.3 The Tallinn and Tallinn 2.0
manuals look deeper into this debate and
try to set the legal framework for future legislation and try to set the stage for where
the red line should be in an international
convention.
Furthermore, a distinction must be made
by “technical computer security” – which is
at the center of computer science studies
and “cybersecurity” – an aspect of national
security.4 Nissenbaum argues that the
former focuses on protecting individuals,
while the latter puts the emphasis on
protecting the state entity from foreign
threats.5 This might seem like a mere
question of semantics, however, ultimately
it is important when deciding who should
govern cyber-space and what the rules are.
The virtual world is a domain where the
logic of national borders does not apply
– it is not a conquerable and controllable
realm.6 At the same time, critical infrastructure is often vulnerable and targeted by
malicious attacks, so states attempt to do
all in their power to protect it. This overlap
between the public and the private sector
further complicates the debate of how
the cyber-world should be managed and
brings forth the questions of civil liberties,
free flow of information and the equal
treatment of all data.
While the debates for the access to personal information and net neutrality lie
beyond the scope of this paper, the next
section will focus on the rules that are “naturally” characteristic of the cyber-sphere
due to technological and behavioral
specifics, how they are exploited and what
strategies could be employed to govern it.

Rules, Threats and Doctrines

Cyber has officially been recognized as
a fifth domain of warfare, along with air,
land, sea and space.7 As such, states see
the possibility of it remaining ungoverned as a potential weak link which could
threaten their national sovereignty.8 In that
sense, strategists have tried to transfer the
lessons learned from the real world to the
virtual one and apply doctrines such as
deterrence and mutually assured destruction to it, without acknowledging the fact
that the norms of cyber-space differ quite
radically from what they are used to deal
with.
As a start, the standard logical triptych
of attribution - retaliation - deterrence
became, at most, ineffective. While kinetic
attacks and real-world acts of aggression
can always be traced back to an individual,
organization or states, in cybers-pace that
becomes problematic. Attackers could
hide their origins by technical means,
namely rerouting their signal to different
parts of the world before committing
the attack. Cyber-security forensic teams
can, in some cases, track the origin of the
attack, however, that is traditionally very
time and resource-consuming – around
200 days, with costs in the millions.9 It
must be noted that these numbers can
increase dramatically, depending on the
caliber of the attack.10
After the origin has been identified, a
second problem arises – attributing the
operation to an accountable target. Even
if the perpetrator is discovered, there is
often no concrete way, in which his actions
can be tied to the desires of a country’s
military or government, rather than his
own free will.
That, then, makes deterrence inapplicable.
Tomas Schelling argues that the best way
for deterrence to work is to signal your
commitment for retaliation in a way that
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will hurt the attacker – if that commitment
is credible and the attacker has more to
lose than to gain, deterrence would be a
success.11 If credible punishment is negated
due to the lack of attribution beyond a
reasonable doubt, malicious activities will
continue without any fear of repercussions.
Another factor that contributes to the
ineffectiveness of the attribution – retaliation – deterrence chain is the fact that
geographic proximity to the place of the
attack does not play a role. Malicious activities could be carried out half the world
over with the same effectiveness as if the
person were in the same city. Moreover, if
the attacker is located in a different country, then the local authorities would be the
ones who have jurisdiction to punish the
culprit. Lastly, coordinated attacks are not
limited by the physical distance and can
be carried out by immense speed, making
it difficult to determine “who shot first”.12
The ease with which attacks can be carried
out with little consequence has let actors
cause a lot of damage with relatively little
investment.13 This asymmetry is further
exacerbated by the fact that the attacker
typically has the upper hand.14 Cyberdefenses are static and even a small gap
can be exploited and used to compromise
the whole system. At this point in time,
technology cannot be protected by an airtight method and actors, accepting this,
can decide to invest heavily into offensive
capabilities. Former U.S. Deputy Secretary
of Defense William Lynn even argues that
“cyber-warfare is like maneuver warfare,
in that speed and agility matter most”.15
This cult of the offensive mentality has
further led to a spiral of mistrust16 between
actors that, if taken to the extreme, can
lead to a race to the bottom where every
system in the world is infiltrated and is one
click away from disaster.
The cyber-world is also all-encompassing
in nature – it is not limited to the public
or private spheres. The market’s invisible
hand is the one that sets trends and drives
progress, while actors adopt a reactive
stance. In that sense, military and government structures are grossly outpaced by
the dynamism in the sector. As an examp-

le, we can look at the Pentagon, which requires 7-8 years to implement a computer
system after it was first introduced on the
market – by that time, by Moore’s law, it is
already several generations behind stateof-the-art technology.17
We can see a similar development in the
legal frameworks of states – it took almost
half of the countries that signed the Budapest Convention on Cyber Crime a decade
or more to ratify the agreement due to the
time required to actually develop appropriate laws.18 In that sense, law-makers
are faced with a paradox – they can either
focus on the technological aspect of the
cyber-world, which might get outdated
by the time their legislation comes into
force; or they can try and regulate human
behavior, which is likely to clash with the
very idea of the Internet as an open space
where absolute freedom of expression is
the norm.
Despite the vast number of different
types of cyber-attacks,19 they can roughly
be grouped into three clusters20 – ones
that aim to gather information (espionage), ones that focus on causing damage
(sabotage) and ones that use more subtle
tools to attack the accepted social order
(subversion).
The Tallinn Manual defines cyber-espionage as “any act undertaken clandestinely
or under false pretenses that uses cyber
capabilities to gather information with
the intention of communicating it to the
opposing party”.21 Here, it must be noted,
that all states engage in spying in one
form or another22 – countries would look
to technically advanced adversaries, while
the latter use the same technological edge
to stay informed on what the other actors
in the world are doing. There are countless
examples of operations of that sort – from
Gauss, which stole passwords and data23 to
Flame, which took screenshots and recorded audio,24 but perhaps the most famous
ones are Moonlight Maze and GhostNet.
The Moonlight Maze virus infiltrated the
US Department of Defense, Department of
Energy and NASA and leaked thousands of
pages of sensitive information.25 GhostNet,
on the other hand, was used to monitor

critical political, media and economic
locations in 103 countries.26
The most interesting thing about these
two cases, however, is not who the perpetrators were or the type of information
that got stolen. The fascinating part is that
they remained undetected for prolonged
periods of time. Further, it is impossible to
distinguish if an attack is “benign” in nature
and only aims at gathering information, or
whether there is a switch that would damage the system the infiltration is in – the
difference is only visible when the effects
are felt.27 Arguably, if you can spy on a
network, you can manipulate it.28
The infamous Stuxnet virus is a prime
example of how fine the line between
espionage and sabotage is. It infiltrated
very specific hardware in Iranian nuclear
facilities, where it remained dormant and
monitored the processes in the facility. After a pre-determined trigger was activated,
however, it took over control and began
feeding the security systems false information.29 The result was substantial damage
and a delay in Iran’s nuclear programme.30
This incident shows the potential of what
highly sophisticated intrusions are capable
of. There are 16 sectors that are considered
in the sphere of critical infrastructure –
90% of them owned by private companies,
yet highly sensitive for national security
and all of them potentially vulnerable to
cyber-attacks.31 Furthermore, Stuxnet is
not an isolated case. We see malicious
attacks evolving in complexity and build
on the lessons learned from the attack on
Iran, as in the case of TRITON which targeted industrial control systems with the
intent of causing physical damage.32
These examples of major breaches present
several important lessons. First, a lot of
the information on them is classified –
attackers and sometimes targets can
remain unnamed with the goal of covering
the gaps in security, the tools that were
utilized and the reputation of the victim.
Second, is the caliber of the viruses – they
could have as much as 20 times more code
than average malware, contain no bugs
and leave no trace while also spreading
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without the need for human interaction.33
Lastly, these attacks are not something
that can be built by a small group of
enthusiasts in a short period of time – they
require an enormous amount of dedication, both resource and timewise. This has
led analysts to believe that only nationstates are capable of such operations.34
With the inherent inability of victims to
protect themselves from all attackers and
the low probability of being held responsible for the attack, cyber-operations might
seem like the ultimate weapon. However,
a closer examination tells a different story.
In reality, the Stuxnet attack did delay the
Iranian nuclear programme by about a
year but it was far from putting an end to
it. The period was then followed by a huge
spike in the number of centrifuges that Iran
had installed, and the scale of the nuclear
facilities grew exponentially.35 In addition,
it put the code of the malware in the hand
of the Iranians as well as other infected
states,36 which then reverse-engineered it
and used it for their own benefit.37 It must
also be noted that the attack on the Islamic
Republic led a number of talented youths
to join the Iranian Cyber Army and increase
the country’s cyber-capacity. Lastly, the
gap between nation-states and non-state
actors in their ability to target industrial
control systems is closing due to underground marketplaces where malicious
code is sold. While it is still not a cause for
alarm, it must be considered when analyzing future developments in the sector.38
Due to the high costs and questionable benefits, some actors might decide
to choose more subtle ways to use the
technological capabilities of the new era.
Through methods of subversion and propaganda less technologically developed
nations or countries that lack the resources
for a comprehensive cyber-programme
can deepen societal cleavages, enforce
prejudices and promote tribalism, while
also spreading disinformation. FireEye
warns39 of the role unauthentic media
plays in information operations – social
media has already acted as an amplifier
for social grievances and despite proof of
involvement of foreign actors in the 2016
US elections and certain debates in the

EU, little has been done to counter these
operations. These methods are employed by actors that see cyber-security as
a marathon and not a sprint, relying on
the erosion of societal trust; focusing on
the silent, rather than the visible. These
problems will only continue to grow in
importance with the upcoming elections
in the Europe, the Middle East and Africa in
2019. Malicious information campaigns are
expected to become even more difficult to
detect, while the cases of tactical leaking
of sensitive information are likely to grow
in number.40
As the threat landscape evolves, however,
actors, and in particular - countries, have
developed different doctrines to consolidate their efforts to minimize the damages,
caused by malicious intent. That way governing bodies can better decide where to
allocate resources while also signaling their
intentions and priorities41. Mulligan and
Schneider argue that means and goals have
to be identified before we can talk about a
comprehensive cyber-security policy.42
Perhaps the most intuitive is the doctrine
of prevention,43 although, as already discussed, absolute security at this moment
seems improbable due to the upper hand
that offense has over defense. Even if a
perfect Great Firewall were to be erected
to protect software, there will always be
the human element in any system. An
estimate of about 90% of attacks occur
through social engineering practices or
users not updating their operating systems
with the latest patches.44
When actors accept their system will inevitably be infiltrated, they might turn to the
doctrine of risk management.45 The goal
here is to reduce the benefits the attackers
gain or the losses that defenders suffer.
This axiom allows decision-makers to try
and protect only a limited scope of critical
assets. The weak point in this doctrine is
that information about attacks might not
be publicly available, which, in turn, makes
prevention difficult and limits the understanding of attacker motivations as well as
the ability to make adequate risk calculations.46 This approach might gain popularity
if information sharing became more open

and analysts can use datasets to actually
put “price tags” on breaches.
Despite all the obstacles that have to be
overcome, the doctrine of deterrence
through accountability is one that
nation-states often look to.47 It has also
garnered some successes with arrests,
linked to the Fin7 hacking group48 as well
as agents from Russian Military Intelligence Directorate (GRU)49 However, this
doctrine goes against the very things that
make the Internet an environment based
on the free flow of information, freedom
of speech and anonymity. Further, it also
gives the defender a very passive role
that relies on punitive actions, instead of
proactively encouraging them to protect
their assets.
Mulligan and Schneider propose an
alternative doctrine – cyber-security as a
public good.50 Since it is non-rivalrous and
non-excludable cyber-security resembles
other public goods like healthcare. Its
ideal goals would be to balance individual rights with public well-being. At this
moment the lack of consensus on terms
like what constitutes “insecurity” and
“cyber-security” lead to different doctrines
of cyber-security51 but the focus lies on
prevention, mitigation, containment and
recovery strategies.
Perhaps the most important lessons stakeholders can learn from these doctrines are
the importance of the capacity to respond
to large-scale incidents, the protection of
critical infrastructure, the collaboration
with other entities when an attack occurs
and, last but not least, the development of
a cyber-hygiene and security culture.
These rules and axioms determine how
actors behave in cyber-space, so it is
essential to understand who the stakeholders are and how they interact with each
other.
Actors and cooperation

Nation-states are still the prime example
of an actor online with their vast amount
of resources and credibility in the field of
international relations. With the rise of im-
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portance of the cyber-domain, they have
begun to re-assert their sovereignty in the
virtual world.52 There are four components
that characterize a country as cyber-power
in today’s security landscape – they must
have large and/or technologically advanced economies, the government’s ability
to work with the private sector, aggressive
information and intelligence agencies and
the ability to build a narrative that others
can get behind.53 State actors can roughly
be grouped into three categories – Enablers, Disruptors and Survivors.
Enablers are the states that perpetuate the
current system in cyber-space. The creator
of the Internet – the US, naturally, falls into
this group, as well as most other democracies that promote free informationsharing between all online users. Typically,
enablers are technologically advanced
and benefit from the current state of
the system, however, analysts like Adam
Segal expect the downfall of the digital
Pax Americana due to their much more
aggressive competitors.54
Disruptors, on the other hand, see the
unregulated exchange of information as a
threat to their national security and ruling
regimes. Typically, these are emerging
cyber-powers with strong centralized
governments. China, for example, has
built its own version of the Internet and is
highly suspicious of foreign influence in
their digital space.55
Lastly, survivors rely on the inherent asymmetry of cybers-pace, through which they
could reap high rewards with relatively
little investments, in order to increase their
international renown and protect their
physical borders. Typical examples are
North Korea and Iran who feel threatened by their neighbors and, in the case
of conflict, would rely on disrupting the
control and command operations of their
enemies’ superior forces and over-reliance
on technology.
While the focus falls on state actors the
role and capabilities of non-state actors
must not be overlooked. While the biggest
victims of cyber-attacks are medium and
large companies,56 their role is mostly

passive, and they rarely play a part in
shaping the cyber landscape despite their,
sometimes large, economic potential. Active non-state actors can be classified into
several groups, each with distinct tactics,
techniques and procedures.57
Cyber-criminals are mainly motivated
by financial benefits. They mainly rely
on attacking the human element of the
security system through social engineering. Their attacks are low-cost and easy
to pull off, however, they rely on the poor
digital culture on at least some of their
targets. In that case, their goal is to reach
as many people as possible through spam
campaigns.
Hacktivists, unlike cyber-criminals, are not
motivated by money and rather target the
source of their perceived grievances. The
motives are difficult to predict in advance; nonetheless, they rely mostly on the
so-called cyber-vandalism. They target
websites (or social media accounts, if their
victim is an individual) in order to tarnish
their reputation. Hacktivists can be lonewolves, or they can be groups of people
like the notorious Anonymous.58
State-sponsored actors, on the other hand,
are still relatively uncommon,59 however,
their role is likely to increase, if attribution
were to become more effective. Their goals
coincide with that of nation-states and
can target sensitive information or critical
infrastructure, relying on multiple angles
of attack simultaneously. They are usually
organized in coordinated groups that work
together and have both more time and
resources than any other non-state actor
which makes defending against them
difficult.
Interestingly, supranational organizations
also try to react to the growing importance of the cyber realm. NATO60, the EU61
and the UN62 act as instruments that try to
consolidate and coordinate the efforts of
their members in order to establish a set of
widely accepted rules in the virtual world.
Only through international cooperation
can the most critical cyber-security risks be
mitigated.63 Currently, a lot of the information remains hidden from the public in the

fear that it will ruin the victim’s reputation
or that the knowledge might fall into the
wrong hands, which significantly hampers
the clarity of what actors must deal with
and how they should react. Former CIA
and NSA director Michael Hayden even
argues that the field of cyber-security is
overclassified.64 Historically, the situation
has been similar with the questions of
biological and nuclear warfare, arguing
also that the complexity of the science
and verification methods act as barriers
for international agreements65 but as time
passed and these questions entered the
public sphere more and more, it turned
out that opposing factions managed to
reach an understanding.
Right now, the proverbial Pandora’s box
has been opened. Actors do whatever
they can get away with, riding a spiral of
instability since deterrence through the
threat of retaliation by attribution is still
mostly ineffective. As a global community,
there are three areas that we can rely on to
improve our security posture – technology
and innovation by enabling the free flow
of information - research breakthroughs
are what keeps us safer; investment in educating people – radical self-responsibility
should be taught to people so that they
know what to look out for; and diplomacy
– all actors, regardless of their affiliations
are in this threat environment together.
Only through settling the rules of engagement can we avoid the risks of escalation.
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